FOR M 53 B4 5 PRI 7H RIS %

2 ke @
(V3.0)






B3R k&

B #FgiTE oxp LT
- % 1.0 % =102# 12 7 25 p S A
- % 2.0 % =103 & 117 1p SRR AR
/ R R
- % 3.0 % =107 # 17 16 P







—,
g
W
[
-

5
hpan)
b

\\ﬁr
e
EN)
~
=

N ST S EA () U7 N L 4
SRR RBERATIEIE e 6

i

I=4
/
g
b
5
“mi
&y
>y
dor

=y R TIE B BB AR i 8

N N RS

Sy R I T B B e ————— 8
(v 2B R B T2 Tttt 10
— o PR AR IR B AN s 10
Ty BRIEEE IR D PN e 10
FE v R D IBE T T oo 12
B T e ——————— 12
T B A T e 13



II

B 2E I R T s 13
........................................................................................................... 14
33 BRI 4 PRARFE IR A - H



MR 2

Lh

Iy

TH LR RIY ) R E (U AEAS)
A A

%dﬁ%a%ﬁ#%’u%@ B ez ke 4 g (T
FopSLIIBE X R RS RN LR AR P R
R S
= REPEW
e BT R R S T I
CERRYR
poEx

TP 423 XXX & XX * XX p it oo



ﬁ\‘ ~EREX10FEP
@%&ﬁ&ﬁ%§W%rw‘*W;%éfiiﬁ%ﬁ#’iﬁﬁfﬂ
i F X 2B FERERAMFR S
B iRy 0 T AREIIBERAT D 22 S E R BRI RS AT
MFERLIE BEe G "$ °

FRrifpias

!

1

-~ HFRPF
SRR A S K LI MR S Rk B R o

GAE T R ANl Bh o~ R ERPRIR 0 TR kSR R RIE D
WA RN A P MR FIH BB 0k 55 B g
¥ 38 B p #+ £ Common Vulnerabilities and Exposures (CVE) % # 1
FBELR F(BATHR) I 0 E FUTARP

\uu
£

1.7F% s R B 1 crss B4 dy
2% B A2 B R
3B IRIAE N Fr de
4.5 5 ~ B P RN FR
5. Mk L RE B iR
6.. & bL2 X > B A ER TR P
7. R AR

(Z )b 8Fh

GRg ST M S A4 T X 2 BLE T o WRIE P P S BAT
% OWASP TOP 10 2017 3 p



1.Al:Injection
2.A2:Broken Authentication
3.A3:Sensitive Data Exposure
4.A4:XML External Entities (XXE)
5.A5:Broken Access Control
6.A6:Security Misconfiguration
7.A7:Cross-Site Scripting (XSS)
8.A8:Insecure Deserialization
9.A9:Using Components with Known Vulnerabilities
10.A10:InsufficientLogging&Monitoring
EH)RF> N

LR e § R st B gk i B 2 B 42 5 S0 PR
2 RATR R RIT R So A RS~ h SR A e

BELITE BA IR o

2FRIELZBERER Y OF Y 0 N E B EFRE Y o K
L2ZBEFTHRELAIBATER T REBEZETH > MEES

TPRAR2Z. R FE o

BT e R 2 P AT B 0 ST AL TRPEEL R 2 1
RART R ERETREHR TE o

.-'>

TR B35 B A S R MM B S A
ZBBEEEHER > ¢ HRFEAPHM BB, 0 BEA
BATFEY L ABR A PERTE

‘m



1}:}
@ﬁﬁmaﬁ%ﬁﬂ)f
?‘r%iiﬂﬂﬁﬁ
. s

GAES T A A ERSAL o

T3
g\x‘i

(Z)RFIRFER FHHE KR FTROPERP S AEE AL T R

T e

Lﬂg%&%ﬁ?ﬁ?ﬂii%ﬂ%&’ﬁ@EOﬂ%HmBﬁﬁ@ﬁ
B TR AT v L 53 gL H PRAR T B

(2)AEMHAA T e 3050 F4/% 25085
SRR RIS A R R E B T Ars 2 Fa o P A ag
#ﬁ’uﬁ%mﬁxﬁ,j%@ﬁ%ﬂﬁwﬁﬁﬁ@~Mﬁ
FHRBIPAEFP - BLF R THRRR - AR EP

>d;- m\q&- \m&
ik‘“* e

LRESLFR 1 L2 FK 5528 o 4 > 8% 1§ CEH(Certified
Ethical Hacker) & H i %7 i1 4p B A" 3 o

O~ PRAR B 2 (SLA)E R F
(= VPRFE-K R f

* % % I8 PRA%-K # 42 7 (Service Level Agreement » SLA) » 12 & Jf i

FIZEA TR P &R KRG Yy BEEREIER SR E MRS &
FHF AR LA B LT E TR S o F ML T E R g



Pl PR K R e

I§ =KX

PRASK B

L e aprae

lz‘:wﬁ-:.’i ,"_I',( 2_&;;527

=X
SRR A2 %5

R R -
H#E

IR A ELRS 2R

X HIRIEY SRR

« T3 (753 BhAF n PRAR S = A R K
HIRIE P BTEF > B EA BRI T W

T JRARY SRR A

HAgE 8 ] pF

(= )P BE P

// pa

ILRTRFRAZESPHIERAPD & RAIA2 B AR RGEH L
FEANIEUBE L PP AT R cFEBEP 2 HB R
LPBBEFr 2B IP LIP3 E) AR ERT RG22+
AP EENRENE O FAEATPEFNAR S Y REER Y
Frds o

25 & N2 Z HFERNEA e T BRT > EHE N
2B 20%5 F e doik ) &30 20%PF 0 AR F R 5 i
SaCh v Eap B R R SR L L8 Y

—r

“4 2 4F % o

=

BT TR e A AT
Aot BT S FAFIRG A SRR 1 FE
LA MLET oo driied o AR %Eirf

4.

T3

ERpFfhczERf 421 F34

'

R A E R 7




L4 4o REABME LD FLHPF > 5 (e @ REHH
%‘4Q%¢&aﬁﬂw “4 o

PR EETERN R AT EREAD > Frfivs

A @ ZRe AN R R E - R
LAWY PSR E R AT e R AT N i b oo
é%ﬁiﬁwiﬁ@?ﬁ%@?%’iﬁw TiA F AT XXX

3

;“?\;J‘;E-:%’g]‘}iii,]$ » T B AT LA e i » /i v
BB S I RE A0S
R KRB RRE
(-)&Fa &
1. ,ﬁlﬂ-gﬁﬁrﬁﬁﬁr?’*q\? }A)lr‘}lﬁ;:![ HARX2 2R L2
LAl o HEAERTF L AMITE S SHRLAEEEF R

2R TR AR MM T

BEERME R ZY R By R B LR §F 0 DAL B
LEERERNEL ST R BN FERE TR B E Y
BPHE » 2 MM E 7

(= )% et

EAERE BERS ~ B X190 P 2 JRBF R 12 B EIRI-KER

F(SLA)Y #1570 » 2 X B %1 (7 AWM 2 Eorim2 AL

2o AR Y BEREZ L H o

(2 )% 5

ABHMB N LFIFEPRIAGRABEEFRETE S TR T ®
APHFALALBEIAAED > TR ET APMATSK



> A = 2
2OAERETHI H2 X RN EEE 2 ¢ s =5

/ P7} ’a"#ﬂ’ilélgg\'izz‘——gl_i\lﬁplg"}giﬁg)ﬁijﬁ
XS -

%@Lﬁ%%%‘wiﬁwkiﬁﬁﬂ

o

ERI ﬂﬂiiﬁﬁim PP R F o
~ERREFRE &R
(C)AEXXXERIFEEFLATOR XXX FAK -

(C)RESF2 A4 FRRP D EY R XN RE Y R B
Bgr A A o



~ R

(._

(

Iy

LHIEP

3B P 2 pEAR

)1 et E E ik

)33 BEAF e PRAR P 2 AR 4

(2 )35 BLAF FF PRAEP 2 4R 2

= 7
AN

42 2 (P & =)p
S ENIEE T A

DR EREE 2

AR o
i AR o

LR

(._
[ER R

(= )& pF A {808

=~ 2HFPRP

’%;\1)0

B& %R B o

)RR B EAANG > TIHNG (gL AL 26

z

H T RFHETERL L

R IR PR
1 d R SRR EN SLEEE S SR




2 PIE P

P >

mE R

2. BEFFRIRIEP 2

¥+

PENFREIE CRAEEFLRD B A
FPE@EHR/AEAD/AEFR/E S
R~ 1 B3P ~ 8 dy o 5%~ 3B (
b E s~ SBERFRER) S 3BT HEGIE L
R~ 3384w i ~ 3K &AL~ IP/URL ~ Portname ~
Bk % B AT R e R 2 55 B EH GR
PRI )~ 55 R E GRP RE
@ 2 At R FIEERE ) -

3. 33 BLAR HF fa PRAR Y

~

v 3F 3

Rl

vﬁﬂ?@éﬁiﬁﬁ%%%ﬁim‘%ﬁﬁ
FRrEQEDPF/REA/AFER/E X

ﬁ) Fia E?‘pa\ﬁﬁ—»o\\;;g@jﬁi 7.
b %~ BEEREA) BBFEGIEL
R~ 3384w i ~ 3K &AL~ IP/URL ~ Portname ~
B E s AT R R) S e SR 2 53 BRH (R
MSE2ILd )~ 53 RGP 2 p R
hr@Z A R FIEREHN) B FL AR T
& (Gl A BAT B2 RTHF LB L An B 4
) -




~2dmE iR

~ SRIBEHRE RS

(-)AE D7 A4RE -

ERETER SIS S 1 Ay R < LN
o P RE L RFEA A E L P EraR AR
(2)p = LT & F &2 DA

(EVRPFHFIEEZRET 20 8E 15N>
- NRIMERT PR

(- )& R

X
2.5 %0 1%
3.% kpFie

(i}
o
e
)
Ny
\\ﬁr
b
>~
-}
e
1

LRSS R

1.5 X RPN 538 P

3%$%z~¢? B EREIAAP P F D pE

10



5.~ % SLA z.'K3%

(z)3 v

11



BoEEEET
Rt

(- )idp TrchpRpb2 | $ 225 10 S 9R2 Ry 562 6 F
Ar g o etk B A AIE SR
FEL RE S EROME 0 RARE -

()d*%w&%giﬁi@*iﬁiﬁé’%*ﬁm SRR
FhR B ABMZEE % RFRN IS AEHERE 2
@ﬁ“ﬁ@iﬁﬁﬁﬁiﬁiﬁﬁ’gﬁ%@unﬁjn0¢ﬁgw,
mF=F L AR Ap 8 %P ﬁ Lt E B PR o tiE € K
PRRA SR RETRFAFGHLT TR 2 LA @ R 2 A

Jﬂé‘_ﬁ, ’ ﬁ%&‘ﬁ*%,%ﬁ%#ééil#io

CIHF2 A EmEL A RBR M REREI AP 2 25 52 =

TEFED L AR A RAERERG 652 B LT 5 EHAP

(@A XX A(F)E 5 e
()54 B 3o %72 4 F &5 & a0 o

()= (7 )7 & ﬁ?ié@ﬁi&ﬁ%ﬂ»ﬁ;ﬁggyg;yg
it (7)FEL R
% L P AR

(F)AFFEH A CFPHL R L EFA P A FLLHE LA L
AP ERFAC RRELS I BAR L XKE L F 2 A Rk
LT A

(C)EFFEL R € TURSEMF - ERSEA o R FA o AR
B3 SR e 2 FU R R R B A 0 R iR
MEBRARE F MR PR EETEL TR Y - RS K
R e B L Fiok S

12



B e

(M)FER % f’\zﬁ
BPELR Y -

BEFREAA A d MM Y TR R R

C R R

*E&d 2 EE 4 ﬁfj*‘u)&?ﬁ TR NERI 2PN R A HE G S A BR

KRB BT IIEIEP R A 0 A UFEA o A 100 2 0 B A

XX & (g)1tH 5 &t

Bk R EEAEDPME fie
REEEE Y f%4*%ﬁ‘%g 20
i 4 27X F 5 & A B HN 5%

LEFAF1 07N F 2B f%
23@&%%&? = ’} % bt’ s E.

PP TECTHEHE ST RS 20
A2 MRS L 28 F 42 5%
ArAEBG> B2 EXBERS LR
A% R2 LIBIRGFH P 75 £

ENE ¥ RAES - JEa 30
2ARE 2 LB HIEP 2
AERI ARG BEFEIRLERIE L

X AL , 20
Iﬁa"’i’r e B2 £

Rz ¥4 P HFEEAP FETFFE 2K 10

A 100

o oé#

K?‘ r'*é’ 0% @’}‘é

KB

Z~Hu T EARFR

‘}\{:
2

HTEFE MR ERFAYERE -

v oo tkdp RO R | AR BER TR o

13



= ', /,J_
S lld- 1=

1 3 BRI PRI R R G E

14



lﬁ» 1+

1! calR”:M

o) e

NO".

B

P

IP/URL

# 3 (e A
Mo~k SURA)

iz 1-1




